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Abstract. The advent of Telecom over the last years brought up many
challenges to service providers. The difficulty to offer services and, at the
same time, to perform their management requires an integrated solution
for both, service provisioning and management. In this paper, we outline
an infrastructure to perform such tasks. This infrastructure allows to
create Virtual Active Networks (VANs) and install services in Telecom
environments based on the Active Networking technology. Besides service
provisioning, the infrastructure performs some management functions
taking into account mobile services. The management system is based
on a mobile agent platform and considers the management of VANSs,
where services can migrate from a VAN to another. Some aspects about
the implementation of a prototype we developed to test our approach
are presented. In this prototype we focus on three specific management
areas: accounting, performance monitoring and configuration.

1 Introduction

Service management in Active Networks (ANs) is currently a potential topic of
research. Mobile Agent Technology (MAT) is a general name for facilities that
support the transmission of code, as well as data, over a computer network. In
this context, the AN technology is particularly attractive to be used in Telecom
environments, due to its facility to send data and code to specific locations in
the network. In the AN technology, the packets, also called active packets or
capsules, can carry programs to be executed on routers and possibly change
their state.

With AN technology, the customization of services can be achieved by par-
titioning the network into Virtual Active Networks (VANSs), which customers
can lease from service providers. A VAN can be described as a graph of virtual
active nodes connected by virtual links where active packets can travel within a
VAN or among different VANs [2]. The VAN concept is a very useful solution to
isolate groups of customers and offer specific services to each customer’s domain.

A possible solution to support the interaction between providers and cus-
tomers is to develop a framework, which allows a customer to install, configure
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and run active services on his own VAN. These services can be static, or they
can be moved from node to node within a VAN or among VANs. Information
about accounting, performance and configuration enables the manager (human)
to know the behavior of the managed environment to detect problems and take
actions on them. In this paper, we describe a framework for service provision-
ing and facilities for policy-based management of these services. The services
offered by the infrastructure are VAN creation and service installation, both
implemented using the Active Node Transfer System (ANTS) [7].

Many approaches taken today have focused on AN technology. In this con-
text, an architecture for network management that offers active services is pre-
sented in [3]. A model to manage mobile services in VANs is described in [5]. An
approach for service management in Telecom environments is presented in [2].
The Mobile Agent paradigm and its use in the context of telecommunications
is described in [4]. Taking into account the features from these approaches, our
framework has incorporated some important aspects for Telecom environments
such as: policy-based management, VANs, mobile services and mobile agent-
based management. In contrast to [1], in which services are based on mobile
agents, in our model the services are moved from a VAN to another using the
active networking infrastructure. We have tested our approach on the Virtual
Private Active Network (VPAN) service which is fully explained in [6]. An ex-
ample of using such a service is when a group of researchers located in different
companies needs to work together in a project, sharing resources and/or send-
ing and receiving applications to be tested in different domains (e.g. integrated
development of software).

The paper is organized as follows. Next section outlines our infrastructure
and its components, and it illustrates four possible management scenarios. Sec-
tion 3 describes some aspects about implementation and Section 4 presents the
conclusion.

2 The Framework for Service Installation and
Management

The framework we developed includes components to support VAN creation,
service installation and management in virtual active Telecom networks. In this
section we present these components, the defined policies, the configuration ac-
tions and, additionally, we focus on four possible Telecom scenarios which our
model is able to handle. The management system we describe in this section is
to manage a single domain. In [6] we address the extensions needed to support
multi-domain management.

2.1 Policies

We have defined two possible solutions that can be realized when a client requires
a service. The first solution considers that whenever a client needs a service, a
new copy of this service will be created and sent to the client. The second
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alternative considers that whenever a client requires for a service, possibly a copy
of this service from a node will migrate to attend the customer requirement. Both
solutions are unfeasible whether their consequences are considered. To install a
new service copy for each customer will flood the network with services. To
migrate a service from a node to another to attend customer requirements will
result in many migrations. Thus, we have tried an intermediate solution defining
some policies to minimize both, the number of service copies and the number of
migrations.
We created six representative policies:

1. There are three kinds of service: internal services which can only migrate
in the same VAN, external services which can migrate among VANs, and
VPAN services which can migrate among domains that belong to the same
VPAN. The latter is explained in [6];

2. A service S has a limited number of copies in the network (L1): Sq,S2,...,S,,
where n<L1;

3. A service S has a maximum bound of times to migrate in a period of time
(M1). Each copy of S, S;, has to follow this threshold;

4. The SP (Service Provider) can install a new service copy requested by a user
until a threshold of L2 (L2<L1).

5. The Least Recently Used Service (LRUS) will be the candidate copy to
migrate to the destination host when a customer requires a new service.
This happens if the threshold L2 was already reached;

6. A service copy may be removed if it does not migrate a minimum bound of
times in a period of time.

Next, we present the cases that can happen considering these defined policies.

Analysis of Cases: Policies 2, 3, 4 and 5 defined above were created to imple-
ment our intermediate solution. There are four possible cases to be considered
when a client requests a service. Let S; to be the ith copy of service S, C(S) to
be the number of copies of S in the network and M(S;) the number of migrations
performed by S;:

1. C(S) < L2: in this case the number of copies of S is less than L2 and,
therefore, the SP can install a new copy of S. This minimizes the number of
migrations;

2. C(S) > L2 and C(S) < L1 and there is the LRUS, S5, with
M(Sirus) < M1: in this case, the threshold L2 was reached but the maxi-
mum number of migrations of S;.,s not and, therefore, S;,.,,s will migrate to
attend the customer requirement. This minimizes the number of copies;

3. C(S) > L2 and C(S) < L1 and the LRUS, S5, with M(S;,s)=M1:
in this case, the maximum number of migrations of S;.,,s was reached, so this
service will not migrate during a period of time, but it is possible to create
a new service copy since C(S) < L1. During the interval from L2 to L1 there
is a balance between creating new copies and migrating services;
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4. C(S) = L1 and the LRUS, S5, with M(S;;,s) = M1: in this case,
the maximum number of migrations of S;.,s and the maximum number of
copies of S were both reached. The service will not be installed.

2.2 Configuration Management

We defined three types of possible actions to apply: create a new service copy (1),
move a service for load balancing (2) and delete a service from the environment
(3). The first one is responsible for creating a new service copy when cases 1 and
3 (as explained in Section 2.1) are considered. The second allows the manager
to move services from a node to another in order to balance the load. The last
one is useful to remove services which were created in order to attend a period
of demand and no longer are being used.

2.3 Components of the Infrastructure

The infrastructure is composed of a Management Remote Application (MRA),
a Management Center (MC), a Service Provider (SP), a Global Naming Ser-
vice (GNS) and the Distributed Management Agents (Local Manager - LM and
Managed Active Element Agent - MAEA) as described below (Fig. 1).

Manager(human)

<b Management Center (MC)
ava N L]

[

LM }\\ Policy

Virtual Active Jie -
Network — A Virtual Active
Network — B

Fig. 1. Components of the Infrastructure and their relationship.

— Management Remote Application - MRA: This application presents
to the manager (human) the interface with the methods related to the man-
agement questions (accounting, performance and configuration).
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— Service Provider - SP: It is responsible for offering services to the cus-
tomers. Clients send capsules to the SP to create a VAN and its services or
to add a new service to their VANs.

— Policy Manager - PM: This component is responsible for controlling,
insertion, updating and removal of a policy in the database.

— Migration Manager - MM: This component sends accounting manage-
ment agents to the nodes and controls each service migration over the net-
work applying the specific policies.

— Global Manager Agent - GMA: It is the centralized static manager of
the model. There is only a GMA in a domain. This component is responsible
for analyzing accounting, performance and configuration data on all VANs
and their services.

— Local Manager - LM: There is an LM per VAN. It is responsible for the
management of its VAN and collects data of each Managed Active Element
Agent (MAEA, see below) located in the hosts of the VAN.

— Managed Active Element Agent - MAEA: It is responsible for man-
aging one or more services in a host of a VAN, being the lowest level of the
management. There is an MAEA per host per VAN. This agent is an inter-
face between the Managed Service (MS) and the management system.

— Global Naming Service - GINS: This component receives the service
location and the service identifier and creates a reference that indicates where
the service is located.

Figure 1 shows two different VANs, A and B. We can see that node X belongs
to both, but the model separates each one for service management.

2.4 Service Provisioning and Management Scenarios

The next four scenarios are associated with the customer’s Active Application
(AA), that is a customer’s program to use the available environment. The first
scenario describes in details the VAN creation and the mobile service installation.
The second one presents a service installation following case 1 (see Section 2.1),
i.e., without migration. The third scenario presents a mobile service migration
between two VANSs to satisfy a customer requirement. This scenario follows case
2 from Section 2.1 in which the threshold L2 was reached. The last scenario
follows case 3 from Section 2.1 and it represents the situation in which the LRUS
cannot migrate but a new service copy can be created. These four representative
scenarios allow to demonstrate how our framework can be applied to offer VAN
services and manage a typical Telecom environment,.

1. Creating a new VAN specifying what hosts and what services are
required.
In this scenario the following sequence is needed, as shown in Fig. 2.
Customer sends a capsule to the SP informing what hosts and what services
each host will have (a); the SP sends the required services to the set of
hosts (b); the SP notifies the MM and GMA about the new VAN (c); the
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Fig. 2. Customer creating a new VAN.

MM sends accounting management agents to the hosts and creates the VAN
manager (LM) (d); and finally services register themselves in the GNS (e).
Next, we present the three possible scenarios to add a new service copy to
the VAN. Figure 3 shows the first three steps (a-c) which are necessary to
all of the three scenarios. These three steps are: customer sends a capsule to
SP indicating what service is required and what destination host this service
copy will be sent to (a); SP interacts with the MM in order to apply the
policies on the required service (b); and MM gets the service policies from
the PM to analyze them (c).

AA sP MM PM
o || e = - Sending a capsule

—= - Method invocation

(©)

Fig. 3. Customer requiring a new service.

After performing these three first steps, one of the following three scenarios
can be executed based on the results obtained by the SP.

2. Adding a service to the VAN following case 1.
In this case, the threshold L2 has not been reached, so the SP installs a new
service copy in the VAN to attend the client request. In addition to the first
three steps from Fig. 3, the following steps are necessary (Fig. 4):
SP sends a capsule to the destination host to create a new copy of the
required service (d); SP notifies the GMA about the provisioning of a new
service copy (e); the capsule arrives in the destination node, instantiates the
new service copy, and registers it in the GNS (f); the service notifies its local
MAEA that it has arrived (g); the capsule is forwarded to the new AA to
notify that the required service has migrated. The AA can finally use the
service (h).

3. Adding a service to the VAN following case 2.
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Fig. 4. SP installing a new service (case 1).

In this scenario it is considered that the limit L2 from policy 4 was achieved
but the number of migrations not. If the required service is external, the
LRUS can belong to another VAN and, then, the service must migrate be-
tween VANs. In addition to the three steps from Fig. 3, the following steps
are necessary (Fig. 5):

SP gets the LRUS in the network. In this search, all the information about
the LRUS is also obtained (d); SP interacts with the MM in order to verify
whether the migration is possible or not (e); MM gets the service policies
from the PM to analyze them (f); MM returns back the results to the SP
(g); SP sends a capsule to AA of the VAN where the LRUS is located. This
is necessary to notify the AA about the LRUS migration (h); SP notifies the
GMA about the migration (i); the capsule is forwarded to the host where
the service is located at this moment (j); the service unregisters itself from
the GNS and notifies its MAEA that it is migrating (1); the source MAEA
notifies the destination MAEA that a new service is arriving (m); the capsule
removes the service from the local node and migrates it to the destination
node (n).

To conclude the service installation, steps f, ¢ and h from scenario 2 (Fig.
4) are executed.

. Adding a service to the VAN following case 3.

In this case, the LRUS cannot migrate during a period of time, but a new
service copy can be created and sent to the client. In addition to the steps
from Fig. 3, steps d, e, f and g from scenario 3 (Fig. 5) are performed to
find the LRUS and apply the policies on it. After the SP realizes that the
migration is not possible but a new service copy can be created, steps d, e,
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Fig. 5. Migrating the LRUS to attend the customer requirement (case 2).

f, g and h from scenario 2 (Fig. 4) will be performed to conclude the service
installation.

In scenario 3, each LM is responsible for finding the LRUS in its VAN and
returns back the result to the SP. If the required service is internal (see policy
1), the same steps are performed, but in step d, SP obtains the LRUS only for
the local VAN. For all other steps, the destination VAN is the local one.

3 Some Issues about the Implementation

To create the environment with VANs and services migrating among them, we
used the ANTS toolkit. We have mainly used the following classes from ANTS:
Application: in order to allow the customer to install and use services in the
active nodes; Capsule: to send and receive code to and from the nodes; and
Node: this class represents the execution environment of a VAN in a host. The
active environment and the management system have been developed using Java
1.2. The services are implemented as Java objects. The mobile agent platform is
the Grasshopper 2.1 [8], and the active nodes of each VAN are running on Sun
Workstations executing SunOS 5.5. A service has a single name and is registered
in the GNS. The way the service name is created is explained in [5].

The prototype allows to get management information in different levels: per
service, per host, per VAN and per domain. Figure 6 shows a general view of the
environment. It is possible to know, among other information, the throughput
per host and the use of cpu and memory in each host.
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Fig. 6. Management Remote Application in a general view.

It is also possible to keep track of service migrations. Figure 7 depicts a
service migration and some accounting information in each host. In this man-
agement operation, the service is named VANI11.1.1.2CallForwardingG. We can
see that the service has migrated between VAN1 and VAN2 in order to attend
the customer roaming. Initially, it is in the host 1.1.1.5 belonging to the VAN2.
After some migrations, it is in the host 1.1.1.2 belonging to the VAN1. Also, be-

low each host, we can see some information like the number of received requests
and residence time.

Bl Mobile Service Management System for Virtual Active Networks (=)

Accounting Performance Configurotion Policy Other functions |

-
Host: 1.1.1.5 Host: 1.1.1.3 Host: 1.1.1.2 Now on Host: 1.1.1.2
VAN VANZ VAN: VANT VAN: VAN2 VAN: VANT

#Req. Rec.: O #Req. Rec.: 52 #Req. Rec.: 3

Res. Time: 3:7:86 Res. Time: 0:1:16 Res. Time: 0:0:52

Fig. 7. Service migration.

Figure 8 shows the most requested service in VAN2. We can see, among
other information, the service name, the host where the service is located and
the number of requests received by this service.

4 Conclusion

In this paper we presented a framework for service provisioning, such as VAN
creation and service installation in Telecom environments based on VANs. The
framework also performs the policy-based management of these services and
their migration. The environment has a Service Provider, and a Policy Manager
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Fig. 8. The VAN2 most requested service.

responsible for controlling and processing policies. The proposed management,
model is based on a mobile agent platform and considers three management
functional areas: accounting, performance and configuration. This model is flex-
ible in the sense of management questions can be answered from different levels:
per service, per host, per VAN, and per domain.

We create some scenarios to simulate a Telecom environment: exploiting the
VAN creation, installing mobile services, and managing a service migration. The
policies we defined gave us a good comprehension on how our intermediate so-
lution is useful to minimize the number of service copies and the number of
migrations. The implementation has showed that the proposed framework can
handle Telecom environments with mobile services and VANs successfully, open-
ing up a potential further study.
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